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In short...

The problem:

Engineers and managers can suffer from information paucity,
overload, delayed delivery or indigestible and unrelated data.

The solution:

Combine risk, audit, incident and equipment state data onto bowtie
barriers for a fourfold view of barrier management.

F4BowTieXP:
kdIncidentXP
- BAuditX
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There’s Beauty in big data
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Cause Effect

 Data paucity or overload * Poor decisions

Not verified / verifiable » Repeated incidents
 Poorly structured * Production delays
* [Incongruous sources
* Indigestible

* Meaningless / misapplied
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Big Data

« 1958, Int'l Geo Year project. * "1840, fossil classes...
1000s of researchers Bronn realized...

to order chaos

= to visualize information
and so learn something
from It.” 4

Photographs | spectrograms | maps,
observation logs | tables | charts,
documentary films | technical reports.

> too much data, * Also, Linnaeus X
too many platforms

https://www.chemheritage.org/distillations/magazine/information-overload
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Percentage compliance

Diverse sources and voices?

Audit data Risk analysis Equipment live Incident
data
state data
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Even more beautiful data
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What diagrams do

Diagrams enhance cognitive processes (Inference and prediction)
‘Thinking with Diagrams’, A. Blackwell (2001)

Station  Line(s)[*] Local Authority Zone(s)
District WAl \
Acton Town Piccadilly Ealing g
Hammersmith & City! i?"” =
Aldgate East District Tower Hamlets«--’f*ﬂ_‘ P e S TR
All Saints DLR (Stratford Branch) Tower Hamlets * S ‘4& DN 2 T S
Alperton Piccadilly™ Brent > o U <
Amersham  Metropolitan Chiltern 1 %
Angel Northern Islington \5“-\;.__‘
Arnos Grove Piccadilly Enfield
Arsenal Piccadilly Islington
Hammersmith & City "y
Balham Northern Wandsworth 3
Truth — often complex Models of the truth —
and unfathomable more comprehensible
" CGE
L Risk Management Solutions 2



Effective models of “our view of truth”

™
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Flame failure at[— H H
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flare booms H
(flare out)
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light

Test of ignition
system prior to
well test

Corrosion / [

Flare booms are
under continual
surveillance / fire
watch

Manual shut in at
well test choke
manifold

Erosion of well
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performed
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well test
supervisor and
company man

Pressure vessel
failure
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Well testing
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pressure tested
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testing Risk
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incorrect valve
on well testing

equipment

Corrosion / [}

Well testing
equipment is
pressure tested
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monitoring of
pressure gauges
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Well testing
equipment is
pressure tested

Ongoing thickness
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Hydrocarbons
during well
testing

Uncontrolled
release of
hydrocarbon
s at surface
from test
equipment

™ ™

S

1 ion of || IMp! ion of
SOPEP offshore
emergency
response plans

Hydrocarbon
liquids
discharged into
ocean

B1/B1

Emergency
respiratory
equipment

Automatic Deluge
System

Upwind mustering

MEDIVAC

™
S| S|

Automatic Deluge
System

Ignition control

[ [
Impl i I ion of
SOPEP offshore
emergency

response plans

™ ™

Emergency
Response Team
(fire fighting)

{-] Hydrocarbon

ocean

BETT

liquids
discharged into

d lud

Impl ion of

I

offshore
emergency
response plans

SOPEP

Hydrocarbon
liquids
discharged into
ocean

B1 Bl

™

Life Rafts

™

™ ™
S

E"‘e.'ge““y Automatic Deluge
respiratory System
equipment

Upwind mustering

MEDIVAC

Inhalation of
toxic gas

Fire / Explosion

o5 e

Inhalation of
toxic gas

B1 A2

10



Basic uses of a Bowtie diagram

* to Structure thinking - how things happen
« for Risk-based decisions and ALARP

« for Monitoring barrier performance / audits
« for Capture and share safety critical info

« for Risk communication up/down / training

« for Safety cases / Safety reports Proactive and Reactive
Add value

vehicle
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Incident analysis - four strategies

Incident type Strategy
1. Simple incident Form
2. Unique disaster Stand-alone incident analysis
3 Serious and partly predictable Incident analysis /w BowTies (combi of 2 &
4)
4. Serious but predictable SIR (Scenario-based Incident Registration)
¥ CGE
L Risk Management Solutions




<
Barrier Failure Analysi

- Barrier Barrier _
Primary Cause i
Secondary Cause

¥ CGE

L Risk Management Solutions

£

Tripod Beta

Underlying

Precondition

: H B EEEEE
Barrier Barrier
I ediate i
cause
Basic cause

The 3 barrier-
based methods

B Immediate
Cause
. . W W

e

EEEEE Event
Ev Event E E
EEEEEEEEEE




BowTie Risk Assessment

m m
N N

Barrier Barrier

Outputs lessons
learned to

Barrier Barrier

| -

Conseque

Escalation T
Factor

Provides input to

Incident analysis
™ m
o »;

Threat

™
Hazard / Top H

ant Consequence
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Overlay InCIdentS \ vence N BowTieXP risk analysis
onto barriers

Event-Agent: 3
Top event: 1

Unexpected
manoeuvre
from nearby
vehicle

Defensive
driving

Used on 1 Incident
Used on 1 Incident

Used on 1 Incident
Used on 5 Incident

Barriers Barrier contro
Failed: 2 Failed: 1 over the I-;
Missing: 1 Missing: 0 vehicle
Inadequate: 0 Inadequate: O Driver does not H H
Unreliable: 1 Unreliable: 0 = notice incoming H Driver and H
Effective: 1 Effective: O police car from police car collide
, _ Take regular right (East)
refreshment Defensive driving Seatbelt
Vs breaks
SUBSTANDARD 2 Defensive driving Wearing a seatbelt
ACTS (4) : | Wearing a seatbelt
PERSONAL L - I - p -
FACTORS (7) IC18 Failure to IC18 Failure to
JOB FACTORS (1) | Identify Hazard Identify Hazard
MSF7 TRAINING ® eruational | Inadequate
AND COMPETENCE awareness/ risk initial
(3) H perception/risk instruction/ skill
MSF3 RISK awareness training
EVALUATION (1) BC17.2 BC3.2 Fatigue
| [/ | | Inadequate risk due to lack of
identification/ rest
evaluation in MSF7.1 Training
== development of System
) —m —1 ] . EE 2 standard L )
-i-ﬁ-irw-f-ﬁﬁ -iﬁ-f | MSF:a.liaF:-?jfEtv
[z Hesl (=] 1
=] ‘ . CG E Identification - -
BSCAT Incident analysis
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Surveying barriers and MS

AuditXP

Barrier Compliance with Standards



Traditional

Maintenance Training

L Risk Management Solutions

Audit approaches

Barrier-based

" S—

Barrier Barrier

I Consequence I

e.g. similar to deep dive audit:

Activity: T-01 -
Training activity
Responsible: TM -
Training Manager

T-01 No
I

Activity: M-01 -
Maintenance
activity
Responsible: MM -
Maintenance
Manager

| * Barrier design
« Barriers are installed
« Barriers maintained & tested
« Barriers are used

Personnel are competent



Questions on barriers

Flame failure [-
at flare booms

(flare out)

Simplified display option

™
-

wWell testing
equipment is
pressure tested

0G-Q.07
0G-Q.08
[+]

=]
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Test of ignition
system prior to
well test

0G-Q.01 Is a flare

boom ignition test
performed before
every well test?

Flare booms are
under continual
surveillance / fire
watch

Manual shut in at
well test choke
manifold

0G-Q.02 Is the
protocol for a flare
boom ignition test
known to the
personnel?

0G-Q.04 Do the
personnel know
who is responsible
for the flare boom
pilot light?

0G-Q.05 Is the
procedure for
manual well shut-
in known?

0G-Q.06 Do the
personnel know
when a manual
well shut-in is
required?

Hydrocarbons
during well
testing

Uncontrolled
release of
hydrocarbons
at surface
from test
equipment



Barrier-based

Results focus on risks, not categories
Easy to detect weak spots
Potential for multi-barrier impact
MS tasks / procedures can still be auditeg
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= -
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Current breakdown status

Equipment

Integrate maintenance backlog

M ERa<  centrica  +more



Systems and
Barrier M

N
Deluge I Barrier
Set your own rule. e.g.
2 tag items offline
= OK
Systems

‘I Parts \\.
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Systems and

Barrier offline "
Automatic
Deluge Barrier
LR, I

Set your own rule.

e.g. 2

3 tag items offline

= subsystem offline ¢ ® o | systems

1 subsystem offline =

barrier offline

O O ®, O O O O
0 00000000000 COCOCOCOOOOOEOOOOO OOOO OO OO o<| Parts T )
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Barrier Management:

Manage
barriers

CGE

Risk Management Solutions

Know your barriers:

Barrier function:

The task or role of a barrier. (e.qg.

prevent leaks or ignition)

*

Barrier (system):
One or more elements.

Barrier element:
Tasks, equipment measures

23



Barrier Management data in BowTieXP

=

| 1. Effectiveness

\\__,f | Revise PS. D1

Asset damage due
to Fire / Explosion

B

B

5
= A H ive fire fi i
T 2. Corrective Actions L | et
warning system ( Acce_pt_a nce: Yes
" 3. Name L o
~ p — - portable extinguishers
O o | 4. Acceptance / Verification L —ormon |
0 | | 15. Audits | e et gency Untt
ocd on 2 5. Description R
Incidents P — 201606
Gsed on 2 Incident 7. Accountability S -
Riled 1< 16. 8. Verification Due L et ropiscomenc 122
. 5 p . ump main
eees— (Uncidents ) (9. Criticality and Type b o
. = 7 - raimimg IMNAUCTIon
Effective: 1 \ 10. Malntenance I P5.01 FFE gtflrfurmance
( - Limitation Measures
| 11. Critical tasks ,/'\ Emar gancy rasponse
0 | 12. Performance Standards L \
.8 (1) f "
{ e } | 13. Systems / LOP L__ Barriers
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14. Degradation factors
and their controls

Neighbouring
company's airborne
fire fighting units in

remote areas

Acceptance: No
Description:

HSE HS5E Manager

Mot critical

ST Socio technical

[

Ho fire fighting
vehicle access to
remote areas

o
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Reporting possiblilities

RS-
01
Pressure Safety
Valve
. ) _ ) L ) [ -
. BowTieServer BowTies ~ Reports  Audits v Compliance  Treatment v  HAZID  Wiki ~ WorkBowTie v e e e
RS-Q.09 3 n=4
\ » —
RS-Q.08 n=4
w b Ty
| Used on 2
Barrier # Incidents # Times # Ineffective State  Criticality Effectiveness Type Audit Incidents
= : Used on 2 Incident
Slip recovery competence 13 21 12 B © cCritical ® Poor Active hardware B
Use Ex equipment 11 11 10 B  NotCritical @ Good People E— | Failed: 1
Watchman 15 19 10 B * Critical ® Good Active hardware — | Missing.r 1
Ventilate, monitor and test for toxic/flammable gas 10 10 9 _ Mot Critical ® Good Active hardware T a.te f
uate:
Weather check & avoid driving 5 7 6 B ot Critcal @ Good Active hardware I e‘?
o . _ Unreliable: 0
Defensive driving 7 9 6 B  NotCritical @ Good Active hardware S
Ventilate, monitor and test oxygen level 5 5 5 B ‘ot Critical @ Good Active hardware [ ] ectlve: ~ -
Use respirator (air-supplying/air-purifying) 12 12 5 _ Mot Critical @ Very Poor @ Continuous hardware == |
Use full chest hamness + lifeline 7 7 4 B  \oiCrtical @ Good @ Process -
IC5 (1)
BC13.8 (1)
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Risk Management Solutions

MSF10.2 (1)
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Thank you

Paul Haydock

p.haydock@cgerisk.com
www.cgerisk.com
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Making risk understandable

CCPS - Publishing

next quarter

(Not actual book
appearance)




